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ABSTRACT

Within the field of computer security, the Hashcash proof-of-work
algorithm has played a crucial role, especially in its application
within the Bitcoin network. However, concerns about the fairness
and equitability of this algorithm have been raised, as there are clear
advantages that specialized hardware, such as application-specific
integrated circuits (ASICs), have over regular computers. Often spe-
cialized hardware is capable of finding the proof of work solution
several thousand times faster than a regular desktop. This results
in the original concept of a decentralized network to fall apart, as
it provides an unfair advantage to certain groups and allows for
potential attacks, when the majority of the network is owned by
a few individuals. This thesis examines how memory-hard func-
tions, specifically Argon2d, can be implemented into the Hashcash
function, to restore fairness. Argon2’s memory hard properties can
minimize the computational gap between general hardware and
dedicated mining equipment, and similar hash rates can be achieved
between different devices. Through comprehensive analysis and ex-
perimental validation, this paper concludes that memory-hard func-
tions, such as Argon2 can effectively be used within the Hashcash
framework and present a viable, fair, alternative to the currently
used SHA-256 implementation.

1 INTRODUCTION

The Hashcash proof of work function was originally proposed in
1997 as a means of combating junk mail and spam [4, 10]. Since then
it has been used as a consensus algorithm in a variety of different
applications, most notably within the cryptocurrency Bitcoin. Due
to the rise of application-specific integrated circuits (ASICs) and
FPGAs, it has become increasingly more difficult, if not impossible,
for regular hardware to participate in solving the Hashcash proof
of work equation within cryptocurrencies such as bitcoin. This ad-
vantage held by those with access to specialized hardware, not only
creates an "unfair" environment, but it allows for theoretical attacks
on the Bitcoin network, when a party controls more than 50% of the
network power [5]. This inequality arises from the nature of the
cryptographic puzzle employed by Hashcash, mainly relying on the
SHA-256 hashing function. ASICs, designed to specifically perform
SHA-256 computations, have created a barrier of entry for indi-
viduals and entities without access to such specialized equipment.
To overcome these concerns and issues this thesis investigates the
use of so-called Memory Hard Functions (MHFs), specifically the
popular function Argon2, as a replacement for SHA-256 within the
Hashcash algorithm, to test whether a "fair" environment can be
created. Memory-hard functions (MHF) are cryptographic func-
tions designed to require a substantial amount of memory for their
computation, making them more resistant to attacks using specifi-
cally designed hardware such as ASICS or GPU cracking attempts.

Due to memory cost being platform-independent, MHFs play a sig-
nificant role in a variety of security applications such as password
hashing. Memory-intensive computations were first proposed in
2003 as a way to combat the increasing computational power of
GPUs and specialized hardware [3, 9]. Using memory as a way to
limit computational power has several advantages. Memory latency
is similar across different platforms, as long as the same technology
is used and memory chips are large and expensive in production.
Due to these properties, memory-intensive computation remains
an effective way of combating the increasing use of GPUs / FP-
GAs and ASICs as long as a certain memory-time trade-off remains
[5]. MHFs ensure that the overall performance cannot be easily
optimized by specialized hardware, thereby maintaining security
and fairness, making them ideal for Proof-Of-Work concepts. The
primary research question guiding this thesis is: Can Argon2 en-
hance the fairness and accessibility of the Hashcash Proof-Of-Work
algorithm? In order to answer this question, the study will:

e Provide an overview of a basic Hashcash implementation

e Provide an overview of Argon2’s properties and internal
mechanisms

e Analyze how Argon2 parameter adjustments affect hashing
rates and determine parallel computation feasibility limits

e Compare the performance of Argon2 with SHA-256 in a GPU
computing environment

o Identify how the obtained results influence a Argon2-Hashcash
implementation and whether this creates a fairer environ-
ment

This paper’s contributions can be summarized as follows:

* Conducting an empirical evaluation to compare the perfor-
mance of Argon2 with the traditional SHA-256 hashing function
in a GPU computing environment, assessing their effectiveness in
resisting optimization through specialized hardware

* Provide theoretical insights into the feasibility of implementing
Argon2 within Hashcash, as an alternative to SHA256

* Backup the claims made by Argon2 regarding its memory hard
properties in a parallelized setting

By addressing these aspects, this research aims to contribute
towards establishing methods for creating fairer proof of work
mechanisms, as well as validating the memory hard properties of
the Argon2 algorithm.

2 BACKGROUND

The upcoming sections will explore the fundamentals of Memory
Hard Functions (MHF) and the Hashcash algorithm. This includes
an overview of their operations and design principles. Additional
insights into GPU execution using the NVIDIA CUDA environment
will be covered in section 1, to provide a fundamental understand-
ing. This knowledge is integral for a deeper comprehension of the
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experimentation performed and the conclusions drawn at the end
of this research paper.

2.1 Memory Hard Functions

An MHF is a hash function that uses a substantial amount of mem-
ory to compute its solution, thus limiting the total number of hash-
ing operations that can be performed at the same time within a
given system. Memory latency will be similar across systems, as
long as the same memory technology is being used, resulting in
the parallelization of the algorithm to quickly become infeasible or
at least highly inefficient, independent of the system itself [5]. The
resulting time-memory trade-off is what memory-hard functions
refer to as their memory-hard property. The password-based key
derivation function Scrypt is an example of such a Memory Hard
Function, and so is Argon2 [18]. Scrypt has also been used in a proof
of work setting within the cryptocurrency Litecoin [1]. However
it has been shown to not be ASIC resistant as various ASIC archi-
tectures and concepts have appeared throughout recent years [14],
making it less suitable for use in a proof of work implementation.
To achieve memory hardness most MHFs will operate in the
following manner. A given input I is split into several segments,
which will then be processed by an underlying, often memoryless,
hashing function H, to create a series of memory blocks starting
with M;. Once M; has been generated, an indexing function F is
then used to generate the subsequent blocks until a final number
of blocks Mt has been reached. The output of the MHF is then the
hash H of the final computed block Mr. The following equation
described in [5] summarizes the process discussed above:

M; « H(Input),

Mj = F(Mg, () Mg, j)> -+ My jy)» - 1<7<T. (1)

Output «— H(Mr),

The generation of new memory blocks M; through the indexing
function F forces the system to reiterate over the stored memory
blocks, making it necessary for a system to keep the previous blocks
actively in memory, as it is unknown which block will be used for
the next generation. In turn, a Time-space trade-off is created as the
computation increases in complexity the more blocks are stored in
memory. Several passes over function F to compute a single block
can take place as well, however, this is dependent on the design of
the MHF [5].

Relevant to the performance and security of a memory-hard func-
tion is the choice of using a data-dependent or a data-independent
indexing function F. Algorithms using data-independent indexing
functions are often denoted by an appended i, such as Argon2i,
whilst data-dependent schemes are often denoted by an appended
d (Argon2d). In memory-independent data indexing schemes, the
computation of M; through F is not dependent on the previously
computed memory blocks, usually resulting in a faster execution of
the MHEF itself. However, data-independent schemes open up the
possibility of pre-computing attacks, where an attacker attempts
to pre-compute all memory blocks simultaneously to gain a time
advantage. In data-dependent indexing schemes the output of func-
tion F depends on the content of the previously computed memory
blocks, for example, the derived index of the new block M; can be
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based on the previous block or the current block itself. This unpre-
dictable nature of data-dependent indexing schemes theoretically
forces a system to compute every block individually, making the
overall computation more complex. However, it must be pointed out
that data-dependent indexing schemes are prone to cache-timing
attacks [6], where an attacker analyses cache behavior, to lever-
age certain access patterns that reveal information about how the
indexing function F behaves in order to pre-compute blocks and
thus shorten the algorithms computational time. It is important to
note that the topic of how these hypothetical attacks on an MHF
would impact an overlying Hashcash proof of work algorithm and
its "fairness" lies outside the scope of this thesis.

2.2 The Hashcash Algorithm

The Hashcash proof of work algorithm was originally proposed
as a solution to combating junk and spam mail in 1997 [4], and
is used by a system to prove that a certain computational effort
has been performed. This computational effort, often referred to as
"proof of work", ensures that the sender of an email or a request
has expended a certain amount of resources, making it costly for
malicious actors to abuse the system. It is important to note that
while minor differences between algorithm implementations exist,
the core working concept of Hashcash always remains the same, the
implementation this paper refers to is the Python implementation
written by David Mertz [15].

The core idea behind Hashcash is to require the sender of a
packet to compute a hash value that meets certain criteria before
the sent packet can be considered valid. This is achieved through
the following steps:

e Stamp Creation: The sender generates a "stamp" which can
include several pieces of information such as a resource
string, a date, or otherwise. The stamp is then used as the
main input to a hash function, in this case, SHA256 is used.

e Proof of Work: The sender must then find an arbitrary num-
ber (nonce) that, when included in the stamp and hashed,
produces a hash value with a specific number of leading
zeroes. This part of the process is computationally expen-
sive as it requires a significant amount of trial and error,
ensuring that the sender has expended a certain amount of
computational effort.

e Verification: Once a hash value with a specific number of
leading zeroes has been found its validity can easily be veri-
fied by a receiving party. To verify the integrity of a hash the
recipient can simply hash the received stamp and check if
the resulting hash value has the required amount of leading
zeroes. This process is not computationally intensive.

The difficulty of finding a solution to the Hashcash puzzle can be
adjusted simply by varying the number of leading zeroes required
in the hash value. A higher difficulty level requires more compu-
tational effort, making the system adaptable [3, 4]. The difficulty
parameter is often divided by four in order to get the number of
leading zeroes that will be required in the proof of work. However,
tuning the difficulty level to a given system requirement is rather
complex, as the overall computational effort required increases in a
somewhat exponential manner with the number of leading zeroes
required.
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2.3 Argon2

Argon2 is a password-hashing function that was selected as the
winner of the 2015 Password Hashing Competition (PHC). Its de-
sign is aimed to replace older, less secure hashing algorithms and
provides a range of security features against brute-force attacks and
side-channel attacks [5]. It is especially resistant to GPU and ASIC
attacks making it an ideal candidate for the application intended in
this thesis. Argon2 was designed to address the shortcomings of
older algorithms such as Berypt, PBKDF, and Scrypt. These older
algorithms were more susceptible to attacks utilizing modern hard-
ware such as GPUs and ASICS [5]. The argon2 algorithm works as
following which is outlined in the Argon2 white paper [5]:

o Initialization: The Argon2 function initializes a memory ma-
trix with a size defined by the user through the memory cost
parameter. It is worth mentioning that the underlying hash
function, H as referenced in equation 1 used by Argon2 is
Blake2b.

o Argon2 then fills the matrix through a series of iterations,
with each block of memory depending on the previous blocks.
A similar process has been outlined above in section 2.1 about
MHFs.

o Finalization: After the matrix has been filled, Argon2 pro-
duces the final hash value by compressing the matrix into a
fixed-length output.

Furthermore, Argon2 is very configurable as it offers the user a
variety of parameters to set and adjust the difficulty and memory
consumption of the computation. The essential parameters include:

e Memory cost (measured in Kilobytes): This parameter indi-
cates how much memory is taken up by the memory matrix.
In essence, this is the limiting factor to how many instances
of Argon2 can run on a system.

e Time cost: How often the memory matrix gets iterated over
by the indexing function F mentioned in equation 1 in section
2.1. Adjusting this parameter inflates the computational cost
of running one iteration of Argon2.

e Parallelism: How many threads are allowed to hash a single
instance of Argon2. Increasing this value results in a faster
runtime, however, it also increases the system’s core usage,
again effectively limiting how many instances of Argon2 can
be run simultaneously.

Moreover, Argon2 comes in three different variants:

e Argon2d: This variant is optimized to resist GPU cracking at-
tacks by maximizing memory access, making it more difficult
for attackers to use hardware with high levels of parallelism.
The data-dependent indexing scheme is suitable for applica-
tions where potential side-channel attacks are not a major
concern.

e Argon2i: The data-independent indexing variant of Argon2,
specially designed to be more resistant to side-channel at-
tacks.

e Argon2id: A hybrid version of both the data-dependent and
independent indexing schemes, which allows for a versatile
option in a lot of different applications.
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Figure 1: Shows the scalability of how a CUDA program uses
the architecture of a GPU to divide the workload of an appli-
cation between several threads [17].
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As a major concern of the Hashcash algorithm is that of in-
creased GPU and ASIC usage, Argon2d is the chosen option to be
implemented throughout the experimentation phase of the paper.

2.4 CudaImplementation

To fully understand the hardware specifications outlined in table
1, this section will provide a brief overview of NVIDIAs CUDA
interface. CUDA which stands for Compute Unified Device Ar-
chitecture, is a parallel computing interface (API) created by the
NVIDIA corporation. CUDA enables developers to use NVIDIA
graphics processing units (GPUs) for general-purpose processing
[17]. As GPUs are generally more capable of high levels of paral-
lelism when compared to regular CPUs, they are often utilized to
compute vast numbers of hashing functions in parallel, allowing
them to achieve significantly higher hashing rates than a CPU ever
could. CUDA provides developers with the ability to more easily
access the power of GPU hardware. Due to this, CUDA implemen-
tations of the algorithms discussed throughout this thesis were
used.

Figure 1 illustrates how a CUDA application uses the cores of
a GPU to distribute a workload efficiently. In essence, every mul-
tiprocessor of the GPU has several separate CUDA-capable cores,
as can be seen in table 1. These cores are referred to as Streaming
Multiprocessors (SM). Every SM is then split into different blocks,
where each block contains a total of up to 1024 threads [17]. In
the context of the Argon2 implementation, every thread is capable
of running a single Argon2 instance. Furthermore, SM processors
share the same memory space, a property memory-hard functions
attempt to utilize as a constraint, to limit the GPU’s speed and total
throughput.
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3 EVALUATION

3.1 Experiment Design

The following overarching sections delve into detail regarding the
experimental setup and methodology used to evaluate the feasibility
and effectiveness of implementing the Argon2 hash function into
the Hashcash Proof-Of-Work algorithm. The experiments, mainly
consist of bench-marking tests, which are aimed at assessing the
performance of the Argon2 function with the now commonly em-
ployed SHA256 hash function, particularly focusing on GPU resis-
tance. Furthermore, the effect of varying Argon2s parameters to
achieve more suitable execution times in a Proof-Of-Work setting is
investigated. The main goal of these experiments is to demonstrate
that within a Proof-Of-Work setting, Argon2 is a more suitable
alternative to use than SHA256, as it mitigates the performance
differences between varying system architectures. This in turn cre-
ates an overall fairer environment for users who lack access to
specialized hardware.

3.2 Expected Trends

Throughout the experimentation, several trends are expected to be
found within the resulting data. Based on the theoretical properties
of Argon2d covered in section 2.3 as well as external research
regarding SHA256 [11, 19], several hypotheses can be postulated.
If Argon2 is a viable alternative to SHA256 in a Hashcash Proof-
Of-Work setting the following trends should be reflected in the
gathered data:

e SHA256 should exhibit massive performance boosts when
run in a parallelized environment, such as when it is run on
GPU hardware.

o In a parallelized environment SHA256 hashing performance
should not slow down with an increased level of parallelism

o Itis expected for a parallelized SHA256 implementation to be
theoretically capable of solving the Hashcash puzzle several
thousand times faster when compared to a CPU implemen-
tation.

e Argon2 is expected to show a certain degree of resistance
to GPU parallelization attempts, hence with increased paral-
lelism the performance of Argon2 should decrease

o Argon2s performance gap should be less, between different
systems when compared to SHA256

e Argon2 should allow for a high level of customization, en-
abling the fine-tuning of the Hashcash puzzles difficulty.

The trends listed above should be reflected in the data gathered, to
support the claim, that implementing Argon2 would improve the
overall fairness of the Hashcash Proof-Of-Work algorithm.

3.3 Experimental Setup

Due to a lack of access to ASICs and other more specialized expen-
sive hardware, a capable NVIDIA ( RTX 4070 ) GPU, was used to
replicate a highly parallelized environment. This approach allows
for the performance evaluation of Argon2d and SHA256 in con-
ditions that approximate the capabilities of specialized hardware.
Additionally, gathered results and insights into the performance
of Argon2d within a Proof-Of-Work system can be extrapolated
,and parameter adjustments can be made to meet higher hardware
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Table 1: GPU specifications describing the NVIDIA RTX4070,
that was used for the performance assessment of Argon2D
and SHA256. The data has been gathered through the NVIDIA

device query command.

Characteristic Value
Total constant memory 65536 bytes
Shared memory per block 49152 bytes
Shared memory per 102400 bytes
multiprocessor

Registers per block 65536
Threads per multiprocessor 1536
Threads per block 1024
Global memory 12281 MB (12877955072 bytes)
Multiprocessors 46
CUDA Cores per MP 128
Total CUDA Cores 5888
GPU Max Clock rate 2505 MHz
Memory Clock rate 10501 MHz
Memory Bus Width 192-bit
L2 Cache Size 37748736 bytes

Table 2: Processor specifications describing the Intel i7-7700K,
that was used for some of the performance assessments. The
data derives from the Intel processor data specification sheet

[2].

Characteristic Value
Physical Core Count 4
Total Threads 8
Max Turbo Frequency 4.50 GHz
Processor Base Frequency 4.20 GHz
Cache 8 MB Intel® Smart Cache
Bus Speed 8 GT/s

demands and requirements accordingly. It is important to note that
the experiments utilizing the GPU were run through the WSL2
(Windows Subsystem for Linux) virtual environment in order to
interface with NVIDIAs CUDA graphics card application program-
ming interface. This may have caused a higher bandwidth and
resulted in lower hashing rates being achieved, this will further
be discussed in section 4 as a possible limitation. The following
tables outline the specifications of the computing hardware and
environment in which the experiments were conducted: 2, 1, 3.

3.4 Measurement Metrics

The following metrics have been used to evaluate and analyze the
performance and efficiency between instances of Argon2d, SHA256,
and the Hashcash implementation itself:

e Hash Rate: The hash rate is most often measured in Kilo
Hashes (KH/s) or Mega Hashes (MH/s) and denotes how long
it takes for an algorithm, Argon2 or SHA256, to produce a
certain number of hashes per second. The value calculated
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Table 3: System specifications used for the performance as-
sessment of Argon2D and SHA256. This includes details on
the operating system and memory configuration.

Characteristic Value

Operating System Windows 11 Pro v.23H2

System Architecture x8664
Compiler NVCC 11.5.119
System RAM 16 GB DDR4
WSL Version 2

for the hash rate is based on the mean hash time, referred to
here as the HT.

o Batch Size: The batch size refers to the total amount of items
that need to be hashed. In a parallelized setting this number
is distributed among the available cores and threads. Hence
the batch size can be seen as an indicator of the degree of
parallelism taking place.

e Hash Count: The hash count, or just count, specifically refers
to the nonce count of the Hashcash algorithm. The nonce
count is the total amount of attempts it took before comput-
ing a valid proof of work, the final hash which is the actual
proof of work is included in the count as well.

e Mean Hash Time (HT): The mean hash time (HT) is used
to compute and estimate the Hash Rate described above.
The HT is the measure of how long it took an algorithm to
compute a single hash on average ten times in a row.

The main metric used is the Hash Rate as it is a crucial metric for
evaluating the overall performance of a hash function, especially
in proof-of-work applications. It furthermore provides insight into
the efficiency of the hashing process and allows for the creation of
performance estimates, in this case regarding the Hashcash proof-
of-work algorithm.

3.5 Experimental Procedure

This section outlines the experimental procedure adopted to eval-
uate the performance of the Argon2 cryptographic hash function
in a proof of work setting. The experiments are performed on a
computer system with the specifications listed in tables 2,1, 3, as
explained in section 3.3. For the Argon2 performance assessment,
the C++ CUDA benchmarking tool of the algorithm by [16] was
used. For the assessment of the performance of SHA256 in a GPU
setting, a tool was developed in C++ that uses the SHA256 Cuda li-
brary developed by [8]. Additionally, the Python implementation of
the original Hashcash algorithm by [15] was modified to allow for
better performance measurements, and two versions were created
to allow for the parallelized use of the Argon2d algorithm, here the
Python Argon2 library by [21] was used. Furthermore, several bash
scripts were created to ease the use of these benchmarking tools.
The same hash lengths and input lengths were used for all algo-
rithms during the experiments, specifically an output hash length
of 64. The following experimental procedures took place:
o 1. Establishing a baseline: Both algorithms SHA256 and Ar-
gon2d were run on the GPU with a batch size parameter that
increased with every step until a certain limit was met, or
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the program ran out of memory. More specifically Argon2D
was run in a one-shot kernel configuration, meaning that
it takes one thread to compute an Argon2D instance. Each
batch calculation was then repeated 10 times per batch size
in order to account for variability and ensure statistical sig-
nificance. The Argon2d variation was initially run with a
default time cost parameter of 1 and a memory requirement
of 10240 kibibytes

2. Varying Argon2D: Argon2D was then fine-tuned by vary-
ing the time cost and memory parameters to test whether
the algorithm can be adapted to create an upper bound for a
desired hash rate on a certain architecture, in this case, the
GPU specified in table 1.

3. Establishing a mean hash count: The parallelized Hashcash
Argon2d algorithm was then set to a difficulty level of five
and run ten times, to ensure a statistical significance. With a
maximum of eight available threads as shown in table 2, as
much as possible of the CPU was used to generate Argon2d
hashes, and the workload was equally distributed between
each thread. Again the same parameters for the Argon2d
hash function were used as in step 1. This was done to ensure
that a similar hash rate per core is achieved and that the same
pattern of output hash generation is used by the Argon2d
hash function. The hash count of each solution was then
averaged out between these ten runs.

4. Varying Hashcash: The Argon2d algorithm was run within
the parallelized implementation of the Hashcash proof of
work framework with a varied degree of processor usage,
within the range of one to eight, as the CPU architecture used
allows for a maximum usage of eight threads, see 2. Every
"run" took place in batches of ten, meaning it was repeated
ten times, to account for variations, and the runtime was
averaged out.

As mentioned in the first sub-point of the experimental pro-
cedures listed above, data was collected until the desired batch
size was achieved or the system crashed. These system crashes are
indicated by the sudden stop of data being collected as the bench-
marking procedures described targeted the same batch size across
algorithms. It is important to note that these crashes were the re-
sult of the system running out of memory, for example, the GPU
upper memory limit lies at around 12.2 GB, as shown in table 1. The
crashes were caused by the CUDA benchmarking implementation
as it failed to properly queue workloads exceeding the memory
limit. In theory, the GPU is capable of computing even larger work-
loads, however, the hashing rate achieved at the time of a crash will
remain constant from that point onwards and no further advantage
of the parallelization will be gained. Thus crashes were considered
to be a significant part of the data collection, providing insight into
when a certain point of computational feasibility has been reached.

3.6 Results

The evaluation of the chosen cryptographic hash functions Argon2d
and SHA256, reveal significant insights into their performance in
a proof-of-work environment. The subsequent analysis focuses
on baseline performance, the impact of parameter variations, and
the comparative efficiency of Argon2D and SHA256 as outlined in
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further detail in section 3.5. The results highlight key differences
and performance trends that are crucial for assessing how viable
Argon2 can be in a proof-of-work setting.

Figure 2 shows the baselines created, in kilo hashes (KH/s), for
both the Argon2d and the SHA256 cryptographic hash functions.
Here Argon2d was run with a time cost parameter of 1 and a mem-
ory cost of 10,204 kibibyte KiB.

When first viewing figure 2a one can be tempted to assume that
Argon2D outperforms SHA256 up until a batch size of around 1200
is reached. However, this view is deceiving as this is not the case
and is the result of the SHA256 workload, the batch size, being
far too manageable for the GPU from table 1. The performance
gap that was predicted to exist in section 3.2 between running
SHA256 on a GPU and Argon2D becomes visible when changing
units from Kilohashes to Megahashes (MH/s). Figure 2b depicts
SHA256s hash rate in MH/s at a maximum workload. The diagram
clearly shows how the parallelized version of SHA256 reaches a
hash rate of 40 MH/s before it begins to stagnate, as the upper
bound of the GPU and the underlying implementation have been
reached. An opposing trend is evident in figure 2a, where the hash
rate of Argon2 increases rapidly until it falls off once the point of
computational feasibility has been reached. In figure 2a this can
especially be seen at a batch size of around 1250, where it becomes
inefficient to compute more instances of Argon2D in parallel, as the
maximum global memory of the GPU in table 1 is being approached.
Hence figure 2a demonstrates Argon2 GPU resistant properties
and showcases that through adjusting Argon2Ds memory cost
parameter the maximum number of instances computed in parallel
can be approximately defined, directly influencing the hash rate
itself.

Furthermore Figure 3a supports the finding that the memory cost
parameter can be used to define an upper parallelization boundary,
effectively limiting the available processing capacity of the compu-
tational hardware used to calculate the Argon2 function, in this case,
the GPU. As it can be inferred from figure 3a a smaller memory cost
results in a higher hash rate and an increased amount of instances
that can be run in parallel. Argon2s parallelization parameter can
likewise be applied to further fine-tune this boundary.

Conversely, relying solely on the memory cost parameter to
adjust the upper computational boundary can be challenging, par-
ticularly when trying to limit the upper hash rate, while retaining
the set computational boundary. This is evident from the signif-
icant gap between the plotted graphs within figure 3a. This gap
suggests that it is not possible to adjust the taken-up computing
capacity, measured in batch size, without significantly changing the
hash rate. To address this issue, the time cost parameter of Argon2,
which determines the frequency of memory matrix iterations as
detailed in section 2.1, can be adjusted to increase or decrease the
upper hash rate boundary. This is further shown in the performed
benchmark test diagrammed in figure 3b. Diagram 3b uses two
Argon2D functions that were configured with the same memory
cost parameters and different time cost parameters. While the occu-
pied batch size remains the same between both plots, the Argon2D
instance using a time cost value of 5 has a significantly lower hash
rate.

Overall figures 2 and 3 showcase how different parameters of
the Argon2 hash function can be fine-tuned to establish an upper
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Table 4: Hash Count for SHA256 and Argon2D running on the
CPU described in table 2 with specified memory cost settings
and a set Hashcash difficulty of 5. In this case, a parallelized
variation of the Hashcash algorithm was used in order to
speed up the computational process.

Algorithm Average Hash Count
SHA256 847
Argon2D (Memory cost 10240) 5085
Argon2D (Memory cost 1024) 4205

processing boundary and a maximum achievable hash rate for
a given system, as the one described and used throughout the
experimentation in tables, 1, 2 and 3. These two boundaries can
then be configured to achieve a desired hash rate or, within the
context of a proof-of-work algorithm like Hashcash, can be adjusted
to establish a certain time frame within which the solution to the
proof-of-work challenge should be found. In short, figure 2 and 3
show that Argon2s parameters can be used to define a time frame
in which the Hashcash algorithm will successfully have found a
solution, for a given system architecture.

The time frame can be tailored around certain architectures
thereby introducing or removing potential advantages. For instance,
consider a hardware setup using the CPU outlined in table 2 and
16 Gigabytes of DDR5 random access memory. By configuring the
Argon2D parameters to align with this particular hardware con-
figuration, individuals with different setups would face significant
penalties. Consequently, more costly computing systems might
experience only marginal efficiency improvements compared to the
benchmark architecture. For example in order to encourage users
to use all eight threads of the CPU described above, the memory
cost setting of the Argon2D algorithm could be set to 1,953,125 KiB
which would use up all 16GB of RAM when run in parallel. Any sys-
tem attempting to improve the hash rate even further would thus
need to spend an additional 2GB of RAM per instance of Argon2D
running, at which point the time cost or parallelization parameters
may be adjusted to mitigate any advantage gain. Another option
would be to simply increase the difficulty of the hashcash puzzle.
This example shows how Argon2D can be adapted to create a more
equal environment, by adjusting its memory and time cost settings
to favor certain hardware configurations.

This idea of being able to use Argon2D to define a time frame
for a proof-of-work to be found is further supported by table 4.
Table 4 contains the average hash attempts it took to compute
the solution to the Hashcash proof of work algorithm with a set
difficulty of 5. Although SHA256 appears to require a lower number
of hash attempts before a solution is found, the actual number of
required hashes varies wildly and in many cases was shown to be
very similar to the number of attempts required by Argon2D. These
variations can be attributed to recorded outliers in the data, as the
SHA256 algorithm completed the proof-of-work solution anywhere
between 65 and 1574 attempts. Thus even though Argon2D on
average requires more attempts to find a solution, as seen in table
4, the number of required attempts varies largely every time and is
within a similar range to the attempts required when using SHA256.
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Figure 2: (a) Showcases the Argon2D function running on a GPU (as described in table 1) in parallel (batch size) plotted against
the produced hash rate and compares that with a SHA256 implementation. (b) Depicts the SHA256 function running on a GPU in

parallel
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Figure 3: (a) Depicts the Argon2D function with varied memory cost parameters, specifically two Argon2D functions with costs
set to 2048 and 10204 KiB. (b) Illustrates two Argon2D functions with the same memory cost parameter of 10204KiB but with

different time cost parameters being set, a cost of 1 and 5.

The increased number of hashing attempts required in Argon2s case
is likely the result of the design of its underlying cryptographic
function Blake2b [5]. Furthermore, we can see that the average
number of hashes that need to be computed for Argon2D to find a
proof of work, does not change in a significant manner and it can
thus be assumed that this required computational range will remain
similar for two iterations of Argon2, that use different memory
cost parameters. The average hash count shown in table 4 can
further be used to calculate an estimate of how long it would take
for a certain instance of Argon2D or SHA256 to solve the proof-
of-work. Using the highest recorded Hashrate of SHA256, within
the collected data, of 40 MH/s as seen in figure 2b it would take
the GPU implementation anywhere between 2.1175 X 10~ s and
1.27125 x 10~ s to find a solution to the Hashcash puzzle. This
simple example shows how the average hash count can be used to
establish a time frame which can then be adjusted using Argon2s

Table 5: Shows the performance of the Argon2D algorithm
with a set memory cost of 1024, implemented in the Hashcash
proof-of-work algorithm with varying difficulty. The mean
time refers to the time it took to compute the proof-of-work.

Difficulty=5 Difficulty=8 Difficulty=9
Max count 17303 12688 1452020
Min Count 202 109 29809
Mean Count | 4698 5187.5 365538
Mean Time | 0.479s 0.518s 48.607s

time cost, parallelism, and memory cost parameters as mentioned
above.

As shown in table 5, the maximum and minimum number of
hash attempts required for Argon2D to find a solution to the Hash-
cash proof-of-work algorithm varies significantly across different
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difficulty levels. For instance, at a difficulty level of 9, the maximum
number of attempts recorded was 1,452,020 whereas the minimum
was 29,809. Similarly, the mean hash counts show how an increase
in difficulty results in a large increase in the computational effort
required. Additionally, table 5 is another example of how Argon2Ds
implementation within the Hashcash proof-of-work algorithm can
be used to designate a certain time frame for the proof-of-work to
be computed, as mentioned previously. For example, if a solution
should be computed on average every 10 minutes, the minimum
hash count of a difficulty level could be used as a lower boundary
for the required hash rate. One way of calculating the desired hash
rate can be illustrated with the following equation:

Hash C t
Hashrate/s required = M 2)
Minutes X 60

If the minimum count is selected as the lower boundary for the
desired computing time, the calculation can be adjusted to utilize
this value instead of the arbitrary count presented in equation 2. In
order to calculate a hash rate for a difficulty level of 5 for a given
system to find a proof of work within 10 minutes, assuming that
a solution is found after an average of 4,689 hashes, equation 2
can be applied to solve for the required hash rate. Applying this
equation to the scenario described yields a required rate of around
7.83 hashes per second, which can effectively be rounded up to
about 8 H/s, for a system to find a solution on average every 10
minutes. Now that a time frame and its required hash rate have
been established, Argon2 can be fine-tuned to provide said hash
rate on a given system architecture. Consider the following hy-
pothetical scenario, where the objective is to incentivize users to
perform Argon2 computations up to eight times in parallel. As-
suming that the GPU presented in table 1 represents the standard
of state-of-the-art hardware available, we can follow the previous
example and, for instance, set a memory cost to 1,953,125 KiB. This
configuration would hypothetically allow for eight instances of
Argon2D to be executed simultaneously on a system with 16GB of
available random access memory. However, the GPU described in
table 1, with an available memory of approximately 12GB, would be
limited to running around six instances of Argon2D concurrently,
thus being less efficient than the CPU described in table 2.

Once this memory cost has been defined, the runtime speed of
this variant of Argon2D needs to be determined, and respective
adjustments to the time cost parameter can be made. If the runtime
of a single instance of Argon2D remains too slow to achieve the de-
sired hash rate of 7.83 H/s, the parallelization parameter of Argon2
can be adjusted. This parameter dictates the number of threads
that may be used to compute a single Argon2 instance. However,
increasing the parallelization parameter would reduce the total
number of Argon2 instances running in parallel, effectively trading
off the number of threads and total memory required, for a faster
runtime.

This example shows how the knowledge gained from figures 2
and 3, along with the data collected from analyzing the behavior
of the Hashcash algorithm, as seen in tables 4 and 5, can be used
to establish a model of an Argon2 instance that performs similarly
across various systems. This resulting Argon2 model can then be
implemented within the Hashcash algorithm to achieve a targeted
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Figure 4: Shows the hash rate in H/s for the GPU and the
maximum hash rate, as a constant, of the CPU for a given
Argon2D instance. The targeted hash rate was roughly around
2 H/s

time frame, in which the proof-of-work should be found, indepen-
dent of the underlying system architecture. It is important to note
that the example stated above assumes that the GPU outlined in
table 1 represents the most advanced GPU available on the con-
sumer market, which in reality is not the case. Furthermore, in
a real-world scenario, it would be beneficial to compute a range
of desired hash rates, using the minimum and maximum required
attempts, instead of selecting a single rate as the target.

The thought experiment outlined above was then simulated on
the GPU and CPU, with the target of reaching a hash rate of around
2 - 2.5 H/s. Here the targeted time frame for finding a Hashcash
solution was determined to be around 35 minutes, using the average
estimate of 4698 hashing attempts, for a Hashcash algorithm with
difficulty set to 5, as shown in table 5. Figure 4 compares the perfor-
mance of an Argon2D instance with the memory cost parameter
set to 3,906,252 KiB and the parallelism parameter set to 4, between
the GPU and the maximum achieved hash rate of the CPU. As can
be interpreted from the figure the desired hash rate of around 2-2.5
H/s has been reached successfully. Furthermore, it can clearly be
seen that the GPU does not achieve a significantly higher hash rate
when compared to the rate of the CPU.

Overall, the results clearly indicate that an Argon2 instance
can be fine-tuned to perform consistently across different systems.
Furthermore, it was demonstrated how Argon2 can be adapted
in combination with the Hashcash algorithm to achieve a desired
hash rate. The data collected clearly shows that, although minor
performance differences between different hardware configurations
may exist, they do not exhibit the vast discrepancies observed with
SHA256. Therefore, Argon2 can in fact be implemented in the
Hashcash algorithm, actively contributing to a fairer computational
environment.

4 DISCUSSION

The analysis of the Argon2 hashing function within a proof-of-work
environment, in this case, the Hashcash algorithm, has provided
several key insights into the performance characteristics and impli-
cations for achieving computational fairness within the Hashcash
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algorithm. This discussion section will delve into the implications
of the results and possible limitations, such as security, hardware,
and fine-tuning concerns, and will outline areas that could be of
interest for future research.

As was shown in section 3.6 the Argon2 hashing function can
be adjusted to reach a targeted hash rate that is similar across
different systems. It was demonstrated that, unlike SHA256, Argon2
does exhibit GPU-resistant properties through which it ensures
that specialized setups will not gain any significant advantage.
Furthermore, it was examined how Argon2 can be regulated in order
to favor certain hardware architectures, by adjusting the memory
and parallelization cost parameters. Besides, it was demonstrated
how one can attempt to define a time frame within which the proof
of work solution of the Hashcash algorithm can be computed, and
it was shown that similar times will be reached independent of
the hardware being used. Additionally, as confirmed by the data
in figure 4, it can be seen that the Hashcash algorithm exhibits
the same GPU-resistant properties as its underlying hash function
Argon2. Taking all of the points mentioned above into consideration
leads to the conclusion being drawn that implementing Argon2 into
the Hashcash algorithm as its underlying cryptographic hashing
function, does indeed improve the overall fairness of the proof of
work algorithm.

This insight is valuable to anyone utilizing proof of work algo-
rithms, especially Hashcash, as it was shown that Argon2 can be
used to create more equal conditions for systems to prove they
performed a certain computational cost. This becomes especially
relevant within the field of cryptocurrencies, where certain proof-
of-work algorithms, such as Hashcash, are vulnerable to a variety
of attacks once the integrity of the decentralized system is at stake.
Such vulnerabilities, like the 51% attack, place the network at risk,
once a majority is able to control more than 50% of the network
[13]. Using an Argon2 implementation of Hashcash within such
a setting would mitigate the advantage an attacker gains by uti-
lizing specialized hardware such as ASICs or mass GPU cracking
attempts.

However, it is not without mention of the several limitations
the research conducted within this thesis faces. One of the pri-
mary considerations in using Argon2 for proof-of-work algorithms
such as Hashcash is its security and resistance to certain attacks.
Throughout the experimentation part of this thesis, the Argon2D
variant was used, which is known to be viable for side-channel
attacks, as mentioned by [5]. If an attacker were to successfully
perform a side-channel attack, a potential time advantage could
be gained over other systems. As the impact and viability of such
side-channel attacks on the performance of the proof-of-work al-
gorithm were not investigated throughout this thesis, it would be
of further interest to examine this topic in more detail as part of
future research.

While the study demonstrated that Argon2 can indeed be fine-
tuned to achieve a similar performance across different systems,
there will always be certain limitations that arise due to differences
in the hardware being used. Faster computer systems will inevitably
have an edge over older and slower systems. Although this perfor-
mance difference is less pronounced when utilizing Argon2 instead
of SHA256, it will nonetheless be present. A limitation of this study
was the inability to acquire specialized, more expensive hardware,
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such as an ASIC setup, to conduct the experimentation. Analysing
the performance of Argon2 in the context of a proof of work al-
gorithm, through the use of specialized ASIC hardware instead of
a regular GPU may vyield different performance results. Further
examination of how customized hardware components impact the
performance of running the Argon2 algorithm, compared to a reg-
ular computer, could provide additional insight into the feasibility
of using Argon2 within a proof-of-work context. Another point
to consider is how weaker systems are impacted by using Argon2
within the Hashcash algorithm. As discussed in the results section
3.6 the focus of this thesis was primarily placed on making the
computation of Argon2 challenging for systems more capable than
the defined hardware configuration used. Hence systems weaker
than the setup described in table 1, were not considered throughout
the analysis.

Moreover, changes in the underlying system structure deviating
from the system described in table 3 may lead to performance dif-
ferences. All benchmarking tests performed were run within the
Windows Subsystem for Linux (WSL2). This also means that the
graphics card was accessed through the WSL2 environment, which
may have impacted performance. Furthermore, as the Python im-
plementation of the Hashcash algorithm was used, for the CPU
tests, it is to be expected that due to the interpreted nature of the
language, a slower performance was achieved. Other more efficient
GPU and CPU implementations may result in even higher hash
rates and faster run times. Due to these hardware limitations, it is
difficult to project the achieved result onto actual real-world appli-
cations. Although the experiments performed proved the concept of
being able to create a fairer environment by implementing Argon2
within the Hashcash algorithm and outlined how the selection of
parameters could be considered, they are in no way representative
of how the Hashcash algorithm performs in a high-performance
environment. For this further testing with better equipment and
specialized hardware would be needed.

Due to the mentioned limitations above it would be interest-
ing to conduct further research into several of these topics. For
instance, fully analyzing the security vulnerabilities of the Argon2
algorithm and its underlying hash function Blake2b. This could
provide significant insights into the effects of possible attacks on a
Hashcash implementation utilizing the Argon2 function. Addition-
ally one could experiment with implementing Argon2 into other
proof-of-work algorithms. Implementing a memory-hard function
into a proof of work concept that allows for a finer tuning of the
difficulty setting than Hashcash, could be another interesting topic
of future research.

Given these findings and limitations, it becomes clear that further
exploration and testing are needed to fully understand and optimize
the use of Argon2 in a proof-of-work system. Nevertheless, the
current analysis underscores the potential of Argon2 to improve
computational fairness and security aspects within proof-of-work
applications such as their use in decentralized networks.

5 RELATED WORK

Exploring the concept of integrating memory-hard functions into
proof-of-work algorithms has been an area of active research, espe-
cially with the rise of cryptocurrencies and blockchain technologies.
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Studies such as, [12] have examined the performance of several
proof-of-work algorithms like CryptoNight, Ethash, and Cuckoo
Cycle on specific CPU architectures. However, it is noteworthy to
mention that the memory hard function Argon2 was not examined
in their research. In contrast, this thesis places a significant focus
on the Argon2 hash function, analyzing its potential as the carrying
function of the Hashcash proof of work algorithm.

Moreover, studies such as [5] have proposed the Argon2 hash
function itself. The paper suggests how Argon2 has been designed
specifically to be used in the proof of work schemes. The paper illus-
trates how Argon2 can demonstrate GPU and ASIC-resistant prop-
erties. This thesis builds on the foundational concepts explained
by [5], not only considering the theoretical aspects of Argon2 as
outlined but by implementing it into the Hashcash proof of work
algorithm.

Other areas of research have placed emphasis on creating ASIC-
resistant proof of work algorithms as well. So has the research of
[20], where new methods for developing ASIC-resistant hashing
functions are being examined. One of these examples, the band-
width hard function (BHF), contrasts the memory hard hashing
schemes analyzed throughout this thesis. Further examination of
how BHF hashing functions could be implemented into a proof of
work system could yield valuable research insights, into creating a
fairer overall computing environment.

It is also important to point out that Argon2 itself has been
implemented into several proof of work schemes, including notable
examples such as MTP-Argon2 and Itsuku [7], which highlights
the growing interest in leveraging the memory hard properties of
algorithms such as Argon, to enhance the security and fairness of
various proof of work algorithms and cryptocurrency applications.
Likewise, several attempts at implementing memory-hard functions
within cryptocurrencies have already been made, such as the usage
of Scrypt within the cryptocurrency of Litecoin [1].

It can confidently be said that the research on integrating mem-
ory hard, ASIC-resistant, functions like Argon2 into proof-of-work
algorithms is ongoing. Future studies could explore and perform a
more comprehensive security analysis, the impact of different hard-
ware configurations, and the scalability of such algorithms in the
context of large decentralized networks. This thesis has contributed
to this ever-evolving field by providing a detailed examination of
implementing Argon2 into the Hashcash proof of work algorithm,
as well as suggesting directions for future research to build on as
already pointed out throughout section 4.

6 CONCLUSION

The analysis of the Argon2 hashing function within the context
of a proof-of-work environment, specifically within the Hashcash
algorithm, has yielded several significant insights into its perfor-
mance characteristics and potential to enhance computational fair-
ness across different systems in a proof-of-work environment. The
results have shown that Argon2 can be fine-tuned, to perform simi-
larly across different hardware configurations. This in turn provides
a more level playing field when compared to traditional hashing
functions such as SHA256.

Throughout the study, it was demonstrated that Argon2 ex-
hibits properties that make it resistant to being heavily parallelized,
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thereby reducing the time advantage gained by specialized hard-
ware setups. This resistance is critical to ensuring that the proof
of work algorithm performs similarly, regardless of the hardware
employed by participants. Furthermore, it was shown that adjust-
ing the parameters of Argon2 allows for further tailoring of the
algorithm to favor certain hardware architectures.

The data analyzed showed that while minor performance differ-
ences due to hardware variations exist, they are less pronounced
when using Argon2 compared to SHA256. This is a strong indica-
tion that Argon2 is a viable option for creating more fair and secure
proof of work systems.

However, several limitations were identified, as talked about in
section 4. Limitations such as the potential vulnerability of Argon2D
to side-channel attacks and the inherent performance advantage
of faster computing systems. These limitations highlight the need
for further research into the security aspects of Argon2 and its
underlying hashing function Blake2b, as well as further analysis
utilizing highly specialized computing hardware, such as ASIC
setups.

In conclusion, implementing Argon2 within the Hashcash algo-
rithm offers a promising approach to enhancing the fairness and
security of proof of work systems.

All code used throughout this thesis can be found at https:// github.
com/Schorle21/BachelorThesis_Code/tree/ main.
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